
“The Net interprets censorship as damage and 
routes around it.”

                - John Gilmore; TIME magazine (6 
December 1993)

Misurazione delle censura
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“The Net interprets censorship as damage and 
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$ whoami 

• Arturo Filastò, hellais on the internetz

• Vice-presidente del Centro Studi 
Hermes

• Tor Project hacker

• A Random GlobaLeaks Developer

• I make free software for freedom

$ whoami

• Arturo `hellais` Filastò

• Tor Project hacker

• Random GlobaLeaks Developer

• I develop Free Software for Freedom
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“The Net interprets censorship as damage and 
routes around it.”

                - John Gilmore; TIME magazine (6 
December 1993)

Surveillance

• Censorship is a subset of surveillance

• If they are censoring something, they 
are surveilling everything

Surveillance

• Censorship is a 
subset of 
surveillance

• If you are censoring 
something you are 
surveilling everything
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What is Internet Censorship?

• It is a form of non democratic 
oppression on people

• It allows those in power to 
subvert reality
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“The Net interprets censorship as damage and 
routes around it.”

                - John Gilmore; TIME magazine (6 
December 1993)

Filternet

• It’s a distortion of what is the reality of the internet

• It follows the subjectiveness of the authorities

• This does not help humanity
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“The Net interprets censorship as damage and 
routes around it.”

                - John Gilmore; TIME magazine (6 
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There is no just censorship

• Internet filtering is happening in China, Iran, Syria, but also in Italy, UK, 
Netherlands.

• The only solution to what is considered by some wrong information is 
more information.

Thursday, June 6, 13



“The Net interprets censorship as damage and 
routes around it.”

                - John Gilmore; TIME magazine (6 
December 1993)

What we work on at Tor

• Help people access information anonymously (Tor)

• Help people circumvent censorship (Tor Bridges, Obfsproxy)

• Measure the internet surveillance and censorship in the world (OONI)

• Help people speak freely and anonymously (Tor Hidden Services)
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“The Net interprets censorship as damage and 
routes around it.”

                - John Gilmore; TIME magazine (6 
December 1993)

Internet addressing101

• What is an IP Address? 

• example: 212.20.1.1

• What is a Hostname?

• example: google.com 

• What is DNS?

• provides mapping between a hostname and an IP Address 
(google.com = “212.20.1.1”) 
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“The Net interprets censorship as damage and 
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Internet Filtering: DNS based 
blocking

• Effectiveness: Low

• Cost: Low

• Sophistication: Low

• Easy to circumvent

• Used in Italy
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Internet Filtering: IP Based blocking

• Effectiveness: High

• Cost: Medium-Low

• Sophistication: Low

• Not too easy to circumvent

• Requires constant update of blocklists

• Used in Italy
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“The Net interprets censorship as damage and 
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Internet Filtering: Transparent 
HTTP Proxy

user

. .
--

Censored Network

google.com

Give me google.com!

- -
..

Give me google.com!
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Internet Filtering: Transparent 
HTTP Proxy

• Effectiveness: High

• Cost: High

• Sophistication: Medium

• Not too easy to circumvent

• Requires a lot of resources

• Generally used in countries where the internet network is not too big
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Internet Filtering: RST Based 
blocking

user

. .
--

Censored Network

google.com

Give me google.com!

- -
..

Oh, rly?

RESET!
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Internet Filtering: RST based 
blocking

• Effectiveness: Medium

• Cost: Medium-Low

• Sophistication: Medium-High

• Not too easy to circumvent

• Requires specialized infrastructure

• Is Active

• Used in China, Uzbekistan, Turkmenistan
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“The Net interprets censorship as damage and 
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                - John Gilmore; TIME magazine (6 
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Internet Filtering: Protocol based 
blocking

• Aims at blocking certain applications vs certain content

• Effectiveness: Medium-High

• Cost: High

• Sophistication: High

• Not too easy to circumvent

• Requires very specialized software

• Used in China, Iran, Ethiopia
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“The Net interprets censorship as damage and 
routes around it.”

                - John Gilmore; TIME magazine (6 
December 1993)

Internet Filtering: Man In the 
Middle

• Aims at enforcing selective filtering on SSL encrypted connections

• Effectiveness: Medium-High

• Cost: High

• Sophistication: High

• Requires you to either own or control a certificate authority

• Has been in Iran, China.
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A tale of two censors: China

• 2006 - First part of the Great Chinese Firewall (GFW) is deployed. Uses IP 
and DNS based Blocking and RST based blocking.

• 2009 - Blocking of public Tor addresses

• 2011 - Active scanning of Tor bridges

• 2011 - Protocol based censorship on the Tor cipher suite

• 2012 - Protocol based VPN censorship

• 2013 - Man in the middle attack on github.com with certificate from CNNIC
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“The Net interprets censorship as damage and 
routes around it.”

                - John Gilmore; TIME magazine (6 
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A tale of two censors: Italy

• 2007 - With the pretext of contrasting child abuse sites, DNS and IP 
based censorship is deployed

• 2007 - Such system is used for blocking gambling websites not 
approved by AMS

• 2008 - thepiratebay.com is blocked on an IP basis

• 2012 - indy media piemonte and toscana is blocked, because of a 
defamation lawsuit
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“The Net interprets censorship as damage and 
routes around it.”
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OONI

• A project aimed at measuring the impact of censorship and 
surveillance using

• Open Methodologies

• FLOSS Software

• Open Data

• The tools used is called ooniprobe
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What does ooniprobe detect?

• Traffic Manipulation

• Is somebody intercepting the data I am sending on the network 
(DPI)?

• Content Blocking

• What is being blocked? (Which websites are not accessible, which 
keywords are being filtered, etc.)
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Openness!

• Because researchers should base their results on data

• Because data visualization ninjas should have rich datasets to 
visualize

• Because policy makers should have hard data to base their 
decisions on

• Because data driven journalism is great

• Because the public should be able to make a mind of their own
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Real world use cases: T-Mobile USA
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Real world use cases: T-Mobile USA
Recent impact
 T-Mobile USA
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Real world use cases: Handara 
Palestine 

• With George 
Hale from
from Ma’an

• This lead to the 
removal of
censorship
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Real world use cases: Burma

• https://ooni.torproject.org/reports/
0.1/MM/
report_http_header_field_manipulati
on_05_December_2012_13-45-16.ya
mloo

• We were able to detect the presence 
of Bluecoat devices inside of Burma.  
Automatically!

###########################################
# OONI Probe Report for HTTP Header Field Manipulation test
# Wed Dec  5 20:16:04 2012
###########################################
---
options:
  collector: null
  help: 0
  logfile: null
  pcapfile: null
  reportfile: null
  resume: 0
  subargs: [-b, 'http://46.166.147.154']
  test: nettests/manipulation/http_header_field_manipulation.py
probe_asn: AS18399
probe_cc: MM
probe_ip: 122.248.97.182
software_name: ooniprobe
software_version: 0.0.7.1-alpha
start_time: 1354691764.0
test_name: HTTP Header Field Manipulation
test_version: 0.1.3
...
---
input: null
report:
  agent: agent
  requests:
  - request:
      body: null
      headers:
      - - accEPT-LANgUage
        - ['en-US,en;q=0.8']
      - - accePt-ENcODinG
        - ['gzip,deflate,sdch']
      - - aCCepT
        - ['text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8']
      - - uSEr-AGent
        - [Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 1.1.4322; .NET
            CLR 2.0.50727; .NET CLR 3.0.04506.30)]
      - - accEPT-charSeT
        - ['ISO-8859-1,utf-8;q=0.7,*;q=0.3']
      - - hoST
        - [DQtxPDR9h8HY7wn.com]
      method: gEt
      url: http://46.166.147.154
    response:
      body: '{"headers_dict": {"accEPT-LANgUage": ["en-US,en;q=0.8"], "accePt-ENcODinG":
        ["gzip,deflate,sdch"], "X-BlueCoat-Via": ["279470ded1c7803d"], "Connection":
        ["Keep-Alive"], "aCCepT": ["text/html,application/xhtml+xml,application/
xml;q=0.9,*/*;q=0.8"],
        "uSEr-AGent": ["Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR
        1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30)"], "accEPT-charSeT":
        ["ISO-8859-1,utf-8;q=0.7,*;q=0.3"], "hoST": ["DQtxPDR9h8HY7wn.com"]}, 
"request_line":
        "gEt / HTTP/1.1", "request_headers": [["accEPT-LANgUage", "en-US,en;q=0.8"],
        ["accePt-ENcODinG", "gzip,deflate,sdch"], ["aCCepT", "text/html,application/xhtml
+xml,application/xml;q=0.9,*/*;q=0.8"],
        ["uSEr-AGent", "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR
        1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30)"], ["accEPT-charSeT",
        "ISO-8859-1,utf-8;q=0.7,*;q=0.3"], ["hoST", "DQtxPDR9h8HY7wn.com"], 
["Connection",
        "Keep-Alive"], ["X-BlueCoat-Via", "279470ded1c7803d"]]}'
      code: 200
      headers:
      - - Date
        - ['Wed, 05 Dec 2012 13:36:11 GMT']
      - - Connection
        - [close]
  socksproxy: null

  tampering:
    header_field_name: true
    header_field_number: false
    header_field_value: false
    header_name_capitalization: false
    header_name_diff: [X-BlueCoat-Via]
    request_line_capitalization: false
    total: false
test_name: test_get_random_capitalization
test_runtime: 0.9133000373840332
test_started: 1354715164.984034
...
---
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Real world use cases: Turkmenistan 
and Uzbekistan

• https://ooni.torproject.org/reports/0.1/UZ/

• https://ooni.torproject.org/reports/0.1/TM/

• We discovered how to bypass the filter by adding tabs to the end of 
HTTP Requests
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Current project status

• Currently you need to be a 
developer to run ooniprobe

• I can help you set up ooniprobe 
tomorrow

• Bugs are everywhere, let’s hunt 
them down!
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How can I help?

• Come and hack with us! 

• #ooni irc.oftc.net 

• https://gitweb.torproject.org/ooni-probe.git

• Run ooniprobe!

• https://gitweb.torproject.org/ooni-probe.git/blob/HEAD:/README.md

• Come talk to me!
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Learn more
• Website: 

https://ooni.torproject.org/

• Developer Documentation: 
https://ooni.torproject.org/docs/

• Reports: 
https://ooni.torproject.org/reports/

• Test documentation: 
https://ooni.torproject.org/docs/tests/

• Code: 
https://gitweb.torproject.org/ooni-probe.git
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Thank you for your attention!

Questions?
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Tor: The Onion Router

• Tor allows people to access internet services anonymously

• Censorship circumvention is a counter-effect
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How Tor works

Tor Relay

User

. .
--

example.com

The Tor network
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ooniprobe
oonib

inputs

reporting report collector

test helpers

HTTP
DNS
SSL
Traceroute
TCP

test templates

HTTP
DNS
TCP
Scapy

Censored Network

Test endpoint

HTTPO

(HTTP over Tor Hidden 
Services)

(the target host to 
be tested for 
censorship)ooniprobe API
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Reporting format

• Uses YAML

• Every test follows a test template

• More info: https://
ooni.torproject.org/docs/
reports.html

###########################################
# OONI Probe Report for DNS tamper test
# Thu Nov 29 12:17:19 2012
###########################################
---
options:
  collector: null
  help: 0
  logfile: null
  pcapfile: null
  reportfile: null
  resume: 0
  subargs: [-t, XXXXX, -f, test_input]
  test: nettests/blocking/dnstamper.py
probe_asn: AS6762
probe_cc: IT
probe_ip: 127.0.0.1
software_name: ooniprobe
software_version: 0.0.7.1-alpha
start_time: 1354184239.0
test_name: DNS tamper
test_version: '0.4'
...
---
input: torproject.org
report:
  control_resolver: &id001 [8.8.8.8, 53]
  queries:
  - addrs: [86.59.30.40, 38.229.72.14, 38.229.72.16, 82.195.75.101]
    answers:

    ... SNIP ...

    query: '[Query(''torproject.org'', 1, 1)]'
    query_type: A
    resolver: [1.2.3.4, 53]
  tampering: {1.2.3.4: false}
test_name: test_a_lookup
test_runtime: 0.0733950138092041
test_started: 1354187839.508863
...
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Tests: HTTP Invalid Request Line

ooniprobe

. .
-- Censored Network

oonib

XxXxX / HTTP/1.1nr

XxXxX XxXxX XxXxX XxXxX

GET / HTTP/XxX

Xx*512 / HTTP/1.1

:(
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Tests: HTTP Header Field 
Manipulation

ooniprobe

. .
-- Censored Network

oonib

headers:
      - - Accept-laNguagE
        - ['en-US,en;q=0.8']
      - - aCcEpt-EnCODIng
        - ['gzip,deflate,sdch']
      - - acCePt
        - ['text/html,application/xhtml
+xml,application/xml;q=0.9,*/*;q=0.8']
      - - uSer-AGeNT
        - [Opera/9.00 (Windows NT 5.1; 
U; en)]
      - - aCcept-CHArSET
        - 
['ISO-8859-1,utf-8;q=0.7,*;q=0.3']
      - - HosT
        - [Upd9yWpA0TMhUua.com]

      body: '{"headers_dict": {"Accept-
laNguagE": ["en-US,en;q=0.8"], "aCcEpt-
EnCODIng":
        ["gzip,deflate,sdch"], "HosT": 
["Upd9yWpA0TMhUua.com"], "acCePt": ["text/
html,application/xhtml+xml,application/
xml;q=0.9,*/*;q=0.8"],
        "uSer-AGeNT": ["Opera/9.00 
(Windows NT 5.1; U; en)"], "aCcept-
CHArSET": 
["ISO-8859-1,utf-8;q=0.7,*;q=0.3"],
        "Connection": ["close"]}, 
"request_line": "GET / HTTP/1.1", 
"request_headers":
        [["Connection", "close"], 
["Accept-laNguagE", "en-US,en;q=0.8"], 
["aCcEpt-EnCODIng",
        "gzip,deflate,sdch"], ["acCePt", 
"text/html,application/xhtml
+xml,application/xml;q=0.9,*/*;q=0.8"],
        ["uSer-AGeNT", "Opera/9.00 
(Windows NT 5.1; U; en)"], ["aCcept-
CHArSET", 
"ISO-8859-1,utf-8;q=0.7,*;q=0.3"],
        ["HosT", "Upd9yWpA0TMhUua.com"]]}'

>:-|
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Tests: HTTP Header Field 
Manipulation

  requests:
  - request:
      body: null
      headers:
      - - accEPT-LANgUage
        - ['en-US,en;q=0.8']
      - - accePt-ENcODinG
        - ['gzip,deflate,sdch']
      - - aCCepT
        - ['text/html,application/xhtml+xml,application/
xml;q=0.9,*/*;q=0.8']
      - - uSEr-AGent
        - [Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET 
CLR 1.1.4322; .NET
            CLR 2.0.50727; .NET CLR 3.0.04506.30)]
      - - accEPT-charSeT
        - ['ISO-8859-1,utf-8;q=0.7,*;q=0.3']
      - - hoST
        - [DQtxPDR9h8HY7wn.com]
      method: gEt

    response:
      body: '{"headers_dict": {"accEPT-LANgUage": ["en-
US,en;q=0.8"], "accePt-ENcODinG":
        ["gzip,deflate,sdch"], "X-BlueCoat-Via": 
["279470ded1c7803d"], "Connection":
        ["Keep-Alive"], "aCCepT": ["text/html,application/xhtml
+xml,application/xml;q=0.9,*/*;q=0.8"],
        "uSEr-AGent": ["Mozilla/4.0 (compatible; MSIE 7.0; Windows 
NT 5.1; .NET CLR
        1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30)"], 
"accEPT-charSeT":
        ["ISO-8859-1,utf-8;q=0.7,*;q=0.3"], "hoST": 
["DQtxPDR9h8HY7wn.com"]}, "request_line":
        "gEt / HTTP/1.1", "request_headers": [["accEPT-LANgUage", 
"en-US,en;q=0.8"],
        ["accePt-ENcODinG", "gzip,deflate,sdch"], ["aCCepT", "text/
html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8"],
        ["uSEr-AGent", "Mozilla/4.0 (compatible; MSIE 7.0; Windows 
NT 5.1; .NET CLR
        1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30)"], 
["accEPT-charSeT",
        "ISO-8859-1,utf-8;q=0.7,*;q=0.3"], ["hoST", 
"DQtxPDR9h8HY7wn.com"], ["Connection",
        "Keep-Alive"], ["X-BlueCoat-Via", "279470ded1c7803d"]]}'
      code: 200
      headers:
      - - Date
        - ['Wed, 05 Dec 2012 13:36:11 GMT']
      - - Connection
        - [close]
  socksproxy: null

  tampering:
    header_field_name: true
    header_field_number: false
    header_field_value: false
    header_name_capitalization: false
    header_name_diff: [X-BlueCoat-Via]
    request_line_capitalization: false
    total: false
test_name: test_get_random_capitalization
test_runtime: 0.9133000373840332
test_started: 1354715164.984034
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Tests: Multi protocol traceroute

ooniprobe

. .
--

oonib

UDP
TCP

ICMP
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Tests: Daphne
OOOOOOOOOOOOOooniprobe

oonib OOOOOOOOOOOOO

OOOOOOOOOOOOO

OOOOOOOOOOOOO

blocked

XOOOOOOOOOOOOooniprobe

oonib OOOOOOOOOOOOO

OOOOOOOOOOOOO

OOOOOOOOOOOOO

blocked

OOOOOOOOOOOOOOooniprobe

oonib OOOOOOOOOOOOO

OOXOOOOOOOOOO

OOOOOOOOOOOOO

not blocked

....
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4 teh geekz

• ooniprobe is based on Twisted and Scapy

• We include a non blocking Scapy super socket implementation

• Test templates facilitate the writing of tests

• https://ooni.torproject.org/docs/api/ooni.templates.htm
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